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Abstract

The world wide web (WWW) has rapidly become an impor-
tant component of the economy, and as such invites mali-
cious manipulation and attack. To analyze the vulnerability
of the web in general, and major sites in particular, to such
attacks, it is useful to have a dynamic model of traffic on the
web—that is a model which reflects the impact on web traffic
over time. We develop such a model, generalizing an exist-
ing equilibrium (entropy maximizing) model by following an
approach previously used in road traffic theory.

1 Introduction

The Internet and its child, the World Wide Web (WWW),
have become essential parts of our social infrastructure
and the modern economy. Understanding the stability of
these vast networks, and their expected behavior in the
event of attack, is therefore an important consideration in
preparedness to combat cyber-terrorism. We propose an
approach to modeling and analyzing the dynamic behavior
of the traffic on the WWW, which allows us to study
in particular the expected response to suddenly imposed
changes, such as those which might be associated with
disabling critical servers or links in the network. We
focus here on a model built on an existing equilibrium
model of WWW traffic ([14]), extending it dynamically as
a large system of differential equations, which contain the
equilibrium model as a particular case. Experience with the
latter indicates that it is computationally feasible. We also
briefly review some alternative approaches.

2 Traffic on the World Wide Web

We model the WWW in the now standard way[5] as a graph
G = (V,E), where V is the set of pages, corresponding to n
vertices or nodes, and E is the set of hyperlinks (henceforth
referred to simply as links) corresponding to directed edges
in the graph, such that if page 7 has a link to page j then
edge (4,7) exists. For simplicity, we will assume here that
the entire graph G is strongly connected.

We shall be modeling the behavior of users as what have
come to be called “random surfers” - that is web surfers who,
at each tick of a notional clock, follow a random out-link
(edge) from the page they are currently browsing. It is in

some ways clear that this is not completely representative
of actual web surfer behavior. Many surfers have specific
“home” or bookmarked pages they wish to access, or click
through to one of the results produced by a search engine,
but the random surfer model remains dominant, not least in
the methods used for static ranking by such search engines
([4, 12]). Opting again for simplicity, we shall therefore
adopt it here, recognizing that extensions may have to made
to handle other behaviors.

In our random surfer model let us define y;; to be the
number of surfers currently browsing page i who, at each
clock-tick, click through to page j. We shall refer to this
as the “traffic” following link (¢,7) per unit time. Then to
satisfy conservation requirements on the flows[8] we need the
constraints:
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where Y is the total traffic (number of surfers).

The Markov Chain model of random surfer behavior, as
used in the well-known “PageRank” model[12], assumes that
the probability of a user following an out-link to j from page
i is a fixed and known value p;;, which is usually assumed
to be the inverse of the out-degree of i and thus independent
of j. The success of this model for the static ranking of web
pages in the Google search engine[4] is manifest to all. Such
a model implies that the flows y;; satisfy:

(2.1) (i=1,..,n)

(2.3) Yij = Hij Z yni V(i,7) € E.
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Despite its success, the Markov Chain model does suffer from
the drawback that the assumption of fixed (usually equal)
probabilities of following out-links is somewhat arbitrary, as
is the particular solution (2.3) of the conservation equations
(2.1). An alternative approach is suggested by work mod-
eling the behavior of road traffic (see [3, 13, 15, 18, 19]).
It may be argued on either statistical mechanical or infor-
mation theoretic grounds (see [10, 14]) that the appropriate
yi; are those which maximize the entropy of the distribution



of the y;; subject to satisfying the constraints. That is we

should
(2.4) Maximize - Z Yij log yij
(i,J)EE

The unique maximizing solution is readily seen to be of the
form:
Yij = YeXp[—Ao — i + )\J] V(Z,j) cF
where the A; are the Lagrange multipliers.
A more general model is obtained if we allow a priori
estimates w;; of the y;;, and cost or benefit values c¢;; to be
associated with the links (¢, ) and add the constraint:

Z cijyij = C,
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(2.5)

where C is the total cost or benefit available. Assigning
a Lagrange multiplier 8 to this constraint, we obtain the
solution to this more general form of the model as:

Yij = Ywijexp[—Ao — A + Aj — Beij]  V(i,j) € E

Writing

we see that the solution in terms of the y;; may be written
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where Z = €0 is the partition function for the distribution.

This model has already been used successfully as the basis
for a new method of ranking web pages[14]. We now apply
it in a dynamic context.

3 Dynamic Model of Web Traffic

This model follows the approach of S.G. Tomlin[16, 17], who
formulated kinetic and dynamic origin-destination models
for road traffic on a bipartite graph. In web terms we
introduce transition coefficients a;jpq defined as the rate at
which surfers will switch from link (7, j) to link (p,¢). Then
in an open system the rate of change of the y;; is given by:
dyis _ y R
a Z(apqupq — QijpqYij) + fij

(p,q)

Here dy;;/dt denotes the total rate of change of the y;; from
all causes, while f;; denotes the contribution to this change
from exogenous sources. When there are no such exogenous
influences, we have a (homogeneous) closed system:

(3.8) dt] = Z(apqijypq — @ijpq¥ij)

(p,q)

These differential equations can be viewed as forms of
the Boltzmann transport equation (see e.g. [1]) and their

solution depends on the form of the coefficients a;jpq. We
shall concentrate on the homogeneous system.

Again following the approach in [16, 17] we can initially
derive expressions for the a;jpq which result in our previous
equilibrium solution, where by definition the dy;;/dt in (3.8)
must be zero. It can be shown that if we choose the
transition coefficients to be of the special form:

Qijpg = apaq_lwpqe_ﬁcw
(which are independant of the link (i, 7)), we obtain the same
solution:
Yij = Zlewijaioz;le*ﬁC”
as we did for the entropy maximization model in the previous

section.

4 General Form of Solution

To examine more general solutions of (3.8) it is convenient
to enumerate the links by a single index £ = 1, ..., N, where
N = |E|, so that each k corresponds to a link (¢, 7) (denoted
k < (i,7)), and if k < (4,7) and | < (p,q), then if k < I
then ¢ < p, and if ¢ = p, then j < q.

Corresponding to this numbering, if k¥ < (i,7) and we
denote

Tk = Yij
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then after some algebraic manipulation (3.8) can be rewrit-
ten as:

% =up(e"x) — Za,  Vk
or in matrix form:
(4.9) CC%‘ — (ue” — ZT)x

where u? = (u1,...,un) and e is the vector of 1’s of
conforming dimension. Note in particular that

Z=e"u
Following standard methods for simultaneous ordinary
differential equations (see [2],[6]), we look for a fundamental
matrix @ = ®(t) that satisfies

d®(t)
dt
When u is constant, this is obtained by observing that the

eigensystem of the rank-one matrix ue” may be derived from
the identity

= (ue” — ZD)®(1), ®(0) =1

(ue" ) V=vJ
where, defining @7 = (uz, ..., un):
Ul —eT
V= ,
u I
and
Z|o"
J=
ol O



and that the eigenvalues of (ue” — ZI) are then simply
shifted by Z, so that

(ue” — Z1)V=VJ
with V as above, and

0

—Z

It is straightforward to verify that V! exists and is given
by

V=
-Z 'a ' I- 27 'ae”

The fundamental matrix is now given by

(4.10) P =’ AN Zylty !

where
1

Thus if we are given an initial condition x(0) = x° the
solution at time ¢ is given by

(4.11) x(t) = ®x°

for the fundamental matrix (4.10).

5 Relaxation Time of the System

Armed with the above machinery, we are now in a position
to examine the behavior of solutions over time. Suppose in
particular that we have an equilibrium solution for the web
traffic, and that a disturbance is induced—say the disabling
of a major host or site. Then we may model this by changing
the w;; to very small values for the links into (and out of)
the host, and/or by assigning very large costs c¢;; to those
links. The modified model will have a different equilibrium
solution, and the behavior of the system will be modeled
by (4.11) where x° is the old (undisturbed) equilibrium
solution, and the fundamental matrix corresponds to the
new (disturbed) model. The evolution of traffic over time
after the disturbance can be obtained from:

(5.12) x(t) = &x" = Vel'vIx°

where the V, V™! and J are now defined in terms of the
u corresponding to the final equilibrium state x/ of the
disturbed system. Letting X° = (23,...,22)7, and noting
that ¥ = eTx" = e”x¥, we obtain:

x(t) = Vel'vx°
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which demonstrates that the solution will deform exponen-
tially from the initial solution to the final, with relaxation
time 1/Z - the inverse of the (final) value of the partition
function. Conversely, we may obtain a picture of the return
of traffic to “normal” by letting x° be our estimate of the
perturbed traffic after a particular attack scenario, and then
using the above method, with the equilibrium ®, to com-
pute the recovery path x(¢) to the equilibrium state (now
represented by x7).

Since the value of the partition function is clearly of
great importance it is useful to form an idea of its order of
magnitude. In the event that we choose the uniform values
w;j = 1/|E|, assume that (2.5) is absent, and the graph is
complete (or at least regular), so that we may assume the
a; are uniform, then it is easy to see from (2.6) that Z =1
in this case, and the y;; are uniformly of the value Y/|E].
In practice, with a 19 million node IBM intranet graph, and
a 178 million node subset of the WWW, the experiments
reported in [14] resulted in values which were of the of the
order of 1/2 to 1/4.

6 Alternate Approaches

While the approach we have outlined above leads to an
elegant description of dynamic behavior, there are potential
alternatives. One obvious such alternative is to take the
solution implied by the PageRank assumption (2.3), that is:

dyij _
pT Z Yhi — Yij

(hi)EE

(6.13) V(i,j) € E

A major practical disadvantage here is that instead of a
system of dimension |E| which reduces to a shifted rank
one system (4.9), the system (6.13) is in general a shifted
system of rank n (the number of pages), which greatly
complicates the derivation, not to mention the computation,
of the fundamental matrix. However, given the popularity
of the Markov Chain model it would be interesting to pursue
it further.

Another alternative approach is to look, not at migra-
tions of surfers from one link to another, but of the prob-
ability mass of surfers at one page to another. Such an
approach is reminiscent of the “compartmental models” [9]
used in other disciplines, but is beyond the scope of this
paper.



7 Further Work and Conclusion

The dynamic model presented here provides a framework for
the investigation of vulnerability to attack, but clearly re-
quires considerable computational resources. Each scenario
requires the solution of the appropriate maximum entropy
model, in addition to the “baseline” solution. We suggest,
however, that this is not as onerous as it sounds if the level
of granularity is chosen correctly. It would seem most appro-
priate to work at the level of the “host graph”[7], since we
are mainly concerned with attacks on hosts rather than on
individual pages on the host. While the web graph available
to us has over a billion nodes (pages), the number of hosts
is less formidable—currently of the order of 20 million[7].
While this number of nodes is much reduced, the number of
links between hosts is still large—the corresponding number
here is about 1.5 billion—but still more manageable, espe-
cially since we may modify the formulation to specifically
handle the large number of parallel links between hosts. If
the number of parallel links between hosts i and j is mj,
then (if their w and ¢ values are the same) we may aggre-
gate them as a single link, and modify the objective function
(2.4) to be:

Maximize Z (log mi; — log yi; )yij
(i,5)€E

The algorithm in [14] is easily modifed to handle the
linear term. Preliminary experiments are currently being
undertaken on this host graph data set.

Finally it should be noted that our model has concen-
trated entirely on the link structure of the WWW, and that
the random surfer “traffic’ makes up only a fraction of the
total internet traffic (as measured by actual packets trans-
mitted between hosts), which has its own traffic models (see
e.g. Kelly[11]). It would be most interesting to map the dy-
namic model we have presented on to this underlying inter-
net, and to examine the security aspects of this interaction.
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